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Introduction

This paper provides an update on the proceedings of the United Nations General
Assembly (UNGA), where discussions of cyber-related issues take place. It includes
updates from the deliberations at the second Open-Ended Working Group on
Information and Communications Technologies (OEWG)' and the Ad Hoc Committee
of Experts (AHC)? between 3 September 2023 and 12 July 2025 as well as
discussions/deliberations on and around the Global Digital Compact in 2024.

As one of a periodic series of reports, this paper provides an overview of activities
taking place at the U.N. that are relevant to the Internet ecosystem and to the
mission of the Internet Corporation for Assigned Names and Numbers (ICANN).?
Monitoring such activities demonstrates the commitment and responsibility of the
ICANN organization’s (org) Government and Intergovernmental Organization
Engagement (GE) team to keep the broader ICANN community informed about
issues of importance for the global, single, interoperable Internet and its unique
identifier system.*

OEWG®

In 2020, the General Assembly, through Resolution 75/240, established a new
five-year open-ended working group on the security of and in the use of information
and communications technologies for 2021-2025. The group is mandated to further
develop the rules, norms, and principles of responsible behaviour of States; to
consider initiatives of States aimed at ensuring security in the use of information and
communications technologies; to establish, under the auspices of the United
Nations, regular institutional dialogue with the broad participation of States; and to
continue to study, with a view to promoting common understanding, existing and
potential threats in the sphere of information security, inter alia, data security, and
possible cooperative measures to prevent and counter such threats, and how
international law applies to the use of information and communications technologies
by States, as well as confidence-building measures and capacity-building.

' Open-ended Working Group on security of and in the use of information and communications
technologies (OEWG), https://meetings.unoda.org/meeting/5787 1/statements

2 Ad Hoc Committee to Elaborate a Comprehensive International Convention on Countering the Use
of Information and Communications Technologies for Criminal Purposes,
https://www.unodc.org/unodc/en/cybercrime/ad_hoc_committee/home

% See previous reports by GE here: https://www.icann.org/en/government-engagement/publications
This and all other URLs in footnotes and appendices were retrieved on 30 June 2025.

4 “ICANN Operating and Financial Plans,” p. 47, ICANN organization, December 2020,
https://www.icann.org/en/system/files/files/draft-op-financial-plan-fy21-25-opplan-fy21-20dec19-en.pdf
® The account of the OEWG deliberations does not include repetitive quotes from the country
delegations that were made in the past but repeated during the current reporting period.
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On 22 September 2023, the Russian Federation Delegation held an OEWG
side-event commemorating the 25™ anniversary of the OEWG process. At this event,
China said: “The international community should uphold true multilateralism, fully
comply with international rules in cyberspace, support the U.N. in playing this role as
a main channel, and maintain the unity and authority of the U.N. information security
governance so as to improve the global cyberspace governance system.” The
Islamic Republic of Iran also spoke at this side-event on information and
communication technologies: “The concept of global ubiquity embodies the idea that
these technologies should be universally available regardless of political or
social-economic barriers. The OEWG can champion these principles by promoting
open standards and inclusivity.””

On 11 December 2023, the Islamic Republic of Iran mentioned the “monopoly and
hegemony in Internet governance” as one of “pressing and formidable challenges
faced by Member States.” On the confidence-building measures, the Islamic
Republic of Iran suggested that “the OEWG should tackle primary sources of
mistrust in the ICT environment, addressing issues such as Internet governance
monopolies [...] and the lack of accountability of private companies and platforms,”
calling for a “multilateral, fair, and transparent Internet governance.”®

On 11 December 2023, El Salvador stated that “with quantum computing, that is
eminent, the security of current standards will be compromised, which seriously
threatens confidentiality and integrity of digital communications through Internet.”
On 11 December 2023, Belgium said, “The growing risk linked to a possible technical
Internet fragmentation also constitutes a potential threat for the implementation of
the framework for a responsible state behavior in cyberspace and international
peace and security, which should be examined by this group. Fragmentation also
raises cybersecurity risk as it creates vulnerabilities in the global Internet
infrastructure, making it more difficult to address threats collectively. The

& UN Web TV, 25 years of discussions on security of and in the use of information and
communications technologies under the auspices of the United Nations
https://webtv.un.org/en/asset/k12/k12oqvxvpz (1:24:41)

7 lbid, (1:31:51)

8 Iran's submissions to the sixth substantive session of the OEWG on ICTs, 11-15 December 2023,
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Te
chnologies_-_(2021)/Iran's_submissionds_to_the_sixth_substantive_session_of the OEWG_on_ICT

s_11-15_Dec_2023.pdf
® UN Web TV, (first meeting) Open-ended working group on ICT — Sixth Substantive Session, 11

December 2023 (starts at: 1:29:20), https://webtv.un.org/en/asset/k1i/k1i14emrka
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preservation of the open, interconnected, and secure Internet is a key to foster trust
cooperation and accountability among states.”™

On 13 December 2023, the Russian Federation said: “How do you ensure the
sovereignty of the state in its information space when global communication
networks are under the control of the specific countries?”"

When speaking on the future institutional mechanism that would discuss cyber/ICT
issues at the U.N., the United Kingdom of Great Britain and Northern Ireland said:
“We propose that, one, the future mechanism includes interactive dialogue with
stakeholders on specific topics of interest to U.N. member-states; two, stakeholders
can attend and speak at meeting of the future mechanism and make written
contributions to the secretariat; three, the future mechanism should promote
engagement with stakeholders from all regions.”"?

On 15 December 2023, the Russian Federation introduced a concept paper on a
permanent decision-making Open-Ended Working Group on security of and in the
use of information and communications technologies. Belarus, Burundi, Cuba, the
Democratic People’s Republic of Korea, Eritrea, the Republic of the Union of
Myanmar, Nicaragua, Syrian Arab Republic, Sudan, the Bolivarian Republic of
Venezuela, and Zimbabwe co-sponsored this document. The text of the document
proposes for the future OEWG to be making decisions on the “practical
implementation” of “agreements reached by OEWG 2021 - 2025” and would (1)
“further develop norms and principles of responsible state behavior,” (2) “discuss the
applicability of international law to the ICT environment,” and (3) “advance and
implement confidence building measures.”*®

On 4 March 2024, the Islamic Republic of Iran said: “Monopoly in Internet
governance, hegemony, or dominance in whichever form has not brought peace and
stability to the world. But, instead, it has violated the sovereignty of other nations,
leading to conflicts and instability among the states. This principle also extends to
cyberspace understanding for the international community to outline within the
OEWG multilateral, democratic, just, and transparent global Internet governance

1 UN Web TV, (second meeting) Open-ended working group on ICT — Sixth Substantive Session, 11
December 2023 (starts at: 1:29:11), https://webtv.un.org/en/asset/k1d/k1dfpwjd8s

" UN Web TV, (fifth meeting) Open-ended working group on ICT — Sixth Substantive Session, 13
December 2023 (starts at: 1:13:32), https://webtv.un.org/en/asset/k1a/k1gcbrwf12

2 UN Web TV, (10th meeting) Open-ended working group on ICT — Sixth Substantive Session, 15
December 2023, (starts at: 22:55), https://webtv.un.org/en/asset/k1i/k1i622koq7

'3 Concept paper on a permanent decision-making Open-ended Working Group on security of and in
the use of information and communications technologies, further edited on 8 March 2024,

https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Te
chnologies - (2021)/ENG_Concept paper_on_a__Permanent_Decision-making OEWG.pdf

L ®
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system with equal participation and joint decision-making of all countries to ensure
the stable and secure functioning of the Internet. The G77+China, which is a forum
of 134 countries in its input to the GDC, also acknowledged that Internet governance
should be addressed in the global setup, backed by the U.N. system.”**

On 4 March 2024, the Side-Event on the Margins of the Open-Ended Working Group
on Security of and in the Use of Information and Communications Technologies
marked the adoption of the Common African Position on the Application of
International Law to the Use of Information & Communication Technologies in
Cyberspace. In it, the African Union wrote: “By virtue of territorial sovereignty, States
are entitled to exercise jurisdiction, including legislative, adjudicative, and
enforcement authority, over the components of cyberspace that are located on their
territory.”'®

On 5 March 2024, China said that “the existing international order in cyberspace is
on the verge of collapse.” It alleged that the risk of cyberspace fragmentation now is
great: “At present the trends of camp politics, militarization, and fragmentation in
cyberspace are increasingly prominent. The existing international order in
cyberspace is on the verge of collapse. With certain countries reproducing in
cyberspace ideological confrontation in the physical world, pulling up a digital iron
curtain, setting up a small yard and high fence, overstretching national security,
engaging extensively in technology blockade and digital hegemony, practicing
monopoly in the name of competition, and splitting the global cyber and digital

industrial supply chains, global cyberspace is facing division and bloc confrontation.”
16

On 6 March 2024, Nigeria said: “In the interests of peaceful coexistence, the Internet
must remain open, secure, stable, and accessible for peaceful purposes.”"’

On 6 March 2024, Pakistan said: “Stability of the global Internet is contingent upon
an unimpeded application of International law in cyberspace.”®

* UN Web TV, (second meeting) Open-ended working group on Information and Communication
Technology (ICT) — Seventh Substantive Session, (starts at 1:39:58),
https://webtv.un.org/en/asset/k13/k1364r2clm

® The Common African Position on the Application of International Law to the Use of Information &
Communication Technologies in Cyberspace, 29 January 2024,
https://papsrepository.africa-union.org/bitstream/handle/123456789/2022/1196%20AU%20Common%
20Position%20Adopted%20Version%20-%20EN.pdf?sequence=11&isAllowed=y

' UN Web TV, (third meeting) Open-ended working group on ICT — Seventh Substantive Session, 5
March 2024, (starts at 1:16:32), https://webtv.un.org/en/asset/k1f/k1flooc3za

7 UN Web TV, (fifth meeting) Open-ended working group on ICT — Seventh Substantive Session,
(starts at 39:00), https://webtv.un.org/en/asset/k14/k14wfj6q3t

8 UN Web TV, (fifth meeting) Open-ended working group on ICT — Seventh Substantive Session,
(starts at 1:42:19), https://webtv.un.org/en/asset/k14/k14wfj6q3t
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On 6 March 2024, China said that “the draft convention on international information
security proposed by Russia and relevant parties provides a good basis for relevant
discussions.”"®

On 6 March 2024, Sri Lanka said that one of the challenges to the application of
international law is Internet governance: “The decentralized nature of the Internet
requires international cooperation and coordination in addressing issues of IG,
including domain name management, Internet protocols, and content regulation.”®

On March 8, 2024, the Islamic Republic of Iran talked about the “permanent
mechanism” at the U.N. that would discuss ICT-related issues. One of the properties
of such an instrument, according to the Islamic Republic of Iran, could be “outlining a
multilateral, democratic, just, and transparent global Internet governance system with
equal participation and joint decision-making of all countries and addressing the
responsibility of private sector and platforms’ extraterritorial impact.”'

From 8 to 12 July 2024, the OEWG held its eighth session at the U.N. The session
discussed two draft proposals from the OEWG chair: the Annual Progress Report
(APR), including its annex, which included the Voluntary Checklist of Practical
Actions for the implementation of voluntary, nonbinding norms of responsible State
behavior in the use of ICTs. Both were adopted by consensus at the end of the
eighth session.??

ICANN’s Commentary: The APR contained points 14, 15, and 16 where participating
States mentioned critical infrastructure (Cl) and critical information infrastructure (Cll)
that impact the general availability or integrity of the Internet as the “real and growing
concern,” also reaffirming that each State can make decisions on what it considers
Cl or CII, and highlighting the need to secure undersea cables and orbit
communications networks from malicious activity” that could “potentially affect the
technical infrastructure essential to the availability and integrity of the Internet.” The
APR action item, on the other hand, requiring international cooperation for norm “f”
was reported as follows: “Cooperate with other States regarding the protection of

' |bid, (starts at 2:33:05)
20 UN Web TV, (sixth meeting), Open-ended working group on ICT — Seventh Substantive Session,
(starts at 1:12:30), https://webtv.un.org/en/asset/k1w/k1wf17hbgz

21 UN Web TV, (10th meeting) Open-ended working group on ICT — Seventh Substantive Session,
(starts at 2:31:25), https://webtv.un.org/en/asset/k13/k13wagbh8g

2OEWG, Letter from OEWG Chair 11 July 202, Draft Annual Progress Report,
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Te
chnologies_-_(2021)/Letter from_OEWG_Chair_11_July 2024.pdf

3 Ibid, p. 3
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critical infrastructure that provide services across several States such as the
technical infrastructure essential to the general availability or integrity of the
Internet.”?*

The problem in understanding if the conjunctions “or” and “and” are used
interchangeably by the delegations provides a linguistic and legal challenge and may
lead to difficulty in understanding what different delegations consider as: (1) the
general availability or integrity of the Internet, (2) technical infrastructure essential to
the availability and integrity of the Internet, and (3) the technical infrastructure
essential to the general availability or integrity of the Internet.?® The reaffirmation of
the right of each country to decide what is considered Cl and ClIlI in this context may
also lead to further complexity.

On 9 July 2024, the Russian Federation, speaking on the future permanent OEWG
mechanism, said: “Interaction with regional organizations, let alone
non-governmental entities, cannot be considered as one of the functions of the future
body (paras 11, 12 d), 14 c)). The OEWG works under the umbrella of the First
Committee and deals with issues that directly affect national security interests of
States. Therefore, the role of non-governmental organizations in the mechanism that
we are establishing should remain merely consultative and informal, and their
participation in the discussions can be determined by the modalities that became a
hard-won agreement within the current OEWG."?®

On 10 July 2024, during the discussion of the future permanent OEWG mechanism,
India made a statement which included the following wording: “Regarding
stakeholder involvement, India echoes the ‘voice not vote’ approach of Brazil,
emphasizing that the future mechanism must remain State-driven. In this regard,
India agrees with the consultative role for stakeholders in the new mechanism, as
proposed by the Russian Federation.”’

On 2 December 2024, Under-Secretary-General Izumi Nakamitsu said: “In July, the
states noted for the first time the need to secure undersea cables and orbital

% |bid, p. 24

% See ICANN GE publication 009 for the U.N. discussion on the public core of the Internet and the
position of the Netherlands on this issue, p. 6,
https://itp.cdn.icann.org/en/files/government-engagement-ge/ge-009-03jun21-en.pdf

% Statement by the Russian Delegation at the Open-ended Working Group on Security of and in the
Use of ICTs 2021-2025, 9 July 2024,
https://estatements.unmeetings.org/estatements/12.1255/20240709150000000/A02AEY 1brQ1L/HbWk

aXRx_en.pdf
" Eighth Substantive Session, 8—12 July, UNHQ, New York, Statement on the 3rd APR, India’s

remarks, 10 July 2024,
https://estatements.unmeetings.org/estatements/12.1255/20240710100000000/WwclL JNG1cWKB/W
BYBrRQFV_en.pdf
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communication networks from malicious activity, acknowledging this could cause
significant damage or disruption to telecommunications and potentially affect the
infrastructure essential to the availability and integrity of the Internet.”?

On 2 December 2024, the European Union noted that “July’s Annual Progress
Report (APR) of the OEWG captured the main concerns raised during this year’s
meetings, including [...] threats to the core of the Internet.”®

On 2 December 2024, the Islamic Republic of Iran, in commenting on the threats to
cyberspace, mentioned “monopoly in Internet governance” and “the lack of clarity
regarding the responsibility of the private sector and platforms with extraterritorial
impacts.”°

On 2 December 2024, South Africa said it “believes that collaboration among
different communities such as technical, legal and diplomats and encouraging open
dialogue about emerging threats could assist in addressing emerging threats.”"’

On 3 December 2024, the European Union said in its statement that it “attaches
great importance to international and multi-stakeholder cooperation to advance an
open, stable, peaceful and secure cyberspace” and stressed “the need to continue to
share knowledge and best practices among States and stakeholders on specific
challenges, determining what rules of existing international law and what norms
would be applicable to tackle these challenges.”?

On 3 December 2024, the Russian Federation reminded the delegates that its
“concrete views on new rules, norms and principles of State behavior are set forth in
the concept of a UN Convention on international information security submitted as an
official document of the 77th session of the UNGA.” It also welcomed “Cuba’s
decision to join the list of cosponsors of this initiative” and stressed that the proposed

2 UN Web TV, (first meeting) Open-ended working group on ICT - Ninth Substantive Session (2-6
December 2024), starts at 06:38, https://webtv.un.org/en/asset/k1n/k1nyizin7y

2 UN Journal, 2 December 2024, (1st meeting) Open-ended working group on Information and
Communication Technology (ICT) - Ninth Substantive Session (2-6 December 2024), Statement by
European Union,
https://journal.un.org/en/new-york/meeting/officials/8b51cc59-ca50-4a0c-9ef2-9bc66771ff12/2024-12-
02/statements

0 UN Web TV, (first meeting) Open-ended working group on ICT — Ninth Substantive Session (2—6
December 2024), starts at 1:22:50, https://webtv.un.org/en/asset/k1n/k1nyizin7y

31 UN Journal, 2 December 2024, (first meeting) Open-ended working group on ICT — Ninth
Substantive Session (2—6 December 2024), Statement by South Africa,
https://journal.un.org/en/new-york/meeting/officials/8b51cc59-ca50-4a0c-9ef2-9bc66771ff12/2024-12-
02/statements

%2 OEWG (2021-2025), Key EU messages for Agenda item: Rules, Norms and Principles of
Responsible Behaviour, 3 December 2024, p. 2,
https://meetings.unoda.org/meeting/57871/statements
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document “could serve as a basis for negotiating new norms and in the long term
become a starting point for the elaboration of an international agreement on
international information security.” Also, the Russian Federation stressed that among
its suggestions on new norms announced previously is “the sovereign right of each
State to ensure security of its national information space, as well as to establish
norms and mechanisms for governance in its information space in accordance with
national legislation.”?

On 6 December 2024, the Russian Federation made the following remarks on the
participation of stakeholders in the future U.N. formats of institutional dialogue on the
issues of ICT security: “We recall that it is the States that have to be major players in
the succeeding format, as enshrined in the very title of the future mechanism, as well
as the ‘Elements’ adopted by consensus. The current OEWG modalities of
non-governmental actors' participation are more than enough. They have resulted
from long-lasting negotiations and represent a balanced compromise. For example,
we are extremely unsatisfied with the ECOSOC loophole that allows certain
organizations, having nothing to do with international information security, to get to
the meetings of the Group. At the same time, the efficiency of the existing
accreditation filter for businesses, NGOs and academia is indisputable: structures
that engage in politicized propaganda are not allowed to the OEWG. When it comes
to the role of non-state actors in the negotiation process, we should adhere to the
following principle: less politics between States, no politics for stakeholders. [...]
Given that such negotiations are sensitive in their nature, the role of nonstate actors
should be quite limited.”*

The Islamic Republic of Iran echoed the Russian Federation’s position regarding
national security and added: “Attempts to engage nongovernmental stakeholders in
areas with controversial nature or political implications could lead to fragmentation
and disagreements and divide between governments.”®

On 6 December, the European Union said: “As for your question relating to the issue
of modalities on the participation of other interested parties and stakeholders, it will
come as no surprise that the EU and Member States see the contribution by

%3 UN OEWG (2021-2025), Statement on norms, rules and principles by Russian Federation, 3
December 2024, p. 3, https://meetings.unoda.org/meeting/5787 1/statements

3 Journal of the United Nations, Open-ended working group on security of and in the use of
information and communications technologies 2021-2025, Ninth substantive session, Statement by
the Russian Interagency Delegation, 6 December 2024, p. 3.
https://journal.un.org/en/new-york/meeting/officials/6866ec9b-d420-4591-81a1-a34e496d4e1a/2024-1
2-06/statements

% UN OEWG (2021-2025), Statements, Statement on regular institutional dialogue by Iran (Islamic
Republic of), 6 December 2024, p. 2, https://meetings.unoda.org/meeting/5787 1/statements

L ®
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academia, civil society, businesses and the technical community as valuable to our
discussions, considering their responsibilities in the security and stability of
cyberspace.” The European Union stressed that it would be essential for the future
negotiation mechanism that would follow the OEWG to ensure “meaningful
contributions from stakeholders with modalities that do not allow a single state to
have the final say in whether a stakeholder can participate.” In this perspective,
these modalities would “work on the same principle as modalities of this OEWG, that
is, a voice, not a vote, while providing a meaningful avenue to express that voice
more fairly and with more integration.” “Through this modality, state objections to a
stakeholder’s participation are subject to transparency and a subsequent vote of all
Member States to determine whether the prospective stakeholders should be
excluded. This will ensure that relevant stakeholder expertise will be available to the
POA as it helps states to implement the framework.”*

On 17 February 2025, China said: “Fourth, in 2024, the pager explosion in Lebanon
highlighted the issue of ICT supply chain security. While many of the technical details
remain to be further researched, such incidents that link cyberattacks and physical
attacks to create harm indiscriminately really break down the barrier between
cyberspace and physical space. Any end point that can get access to the Internet
can be a vector for a cyberattack. Therefore, we hope that the final report should
emphasize the need to maintain the open security and stability of the global ICT
supply chain.”™’

The United States said: “In November 2024, the U.S. government confirmed that
cyber actors affiliated with China extensively compromised the telecommunications
network of the United States. This broad and significant intrusion into our
telecommunications networks, one of our 16 declared critical infrastructure sectors,
is unacceptable.”®

“We condemn China’s wide-scale prepositioning on the operational networks of
critical infrastructure systems in the United States and around the world. This
prepositioning is designed to allow China’s malicious cyber actors to launch
disruptive or disruptive cyberattacks, including in the event of a major crisis or
conflict. We assess that if Beijing believed that a major conflict with the United States
were imminent, it would consider aggressive cyber operations against American and

% |bid., Statement by the EU on the Regular Institutional Dialogue, p. 3.

3 UN Web TV, (1st meeting) Open-ended working group on Information and Communication
Technology (ICT) - 10th Substantive Session (17 - 21 February 2024), begins at: 1:11:04
https://webtv.un.org/en/asset/k1i/k1ipbi5g1h

% |bid, begins at: 1:19:01
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global critical infrastructure and military assets such as gas pipelines,
telecommunication systems, and transportation systems. Such a strike would
endanger the American people and civilians around the world and would be
designed to do so0.”*

On 20 February, Nicaragua, on behalf of like-minded countries, stated its perspective
on the modalities of the stakeholder participation in the future institutional dialogue:
“The modalities of stakeholders’ participation should continue to be determined by
consensus. Any attempts to shift away from the agreed modalities of stakeholders’
participation within the current OEWG risk to erode the delicate balance reached
thus far on this subject, which has proved to be both important and sensitive for
many. In this regard, we emphasize that proposals aimed at limiting States’
prerogatives by undermining the practice of the “principle of non-objection” for the
participation of NGOs in the work of the United Nations as well as providing NGOs
with an opportunity to make statements during substantive plenary meetings, are
incompatible with the very intergovernmental nature of the process. That said, we
believe that the modalities of stakeholders’ participation should be carefully
considered and tailored due to the unique and sensitive agenda of the future
negotiating body, dealing with the issues of international and national security."”*
The European Union said on the same subject: “With regard to stakeholder
participation, we do not believe that the status quo will support any meaningful
stakeholder engagement.”’

The United States supported a more inclusive participation of stakeholders:
“Stakeholders, particularly from the private sector, have brought significant value to
our process. Their contribution can be further enhanced and their participation is
critical in all elements of the future mechanism.”*?

% |bid, begins at: 1:20:07

0 Concept paper by the group of like-minded States (the Republic of Belarus, the Plurinational State
of Bolivia, the People's Republic of Burkina Faso, the People's Republic of China, the Republic of
Cuba, the Democratic People's Republic of Korea, the Islamic Republic of Iran, the Republic of
Nicaragua, the Russian Federation, the Republic of the Sudan, the Bolivarian Republic of Venezuela,
the Republic of Zimbabwe) on the future regular institutional dialogue within the United Nations, 20
February 2025, p. 1-2,
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Te
chnologies_-_(2021)/LMG_Statement_on_the_Future_Permanent_Mechanism.pdf

“UN Web TV, (eighth meeting) Open-ended working group on Information and Communication
Technology (ICT) — 10th Substantive Session (17-21 February 2024), 20 February, begins at:
1:52:35, https://webtv.un.org/en/asset/kin/k1nxe5zdv7

“2UN Web TV, (eighth meeting) Open-ended working group on Information and Communication
Technology (ICT) — 10th Substantive Session (17-21 February 2024), 20 February 2025, begins at:
2:31:55, https://webtv.un.org/en/asset/k1n/k1nxe5zdv7
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On 20 February 2025, the Islamic Republic of Iran said on the account of
stakeholder participation in the future permanent OEWG mechanism that “when
defining the modalities for stakeholder participation, it is crucial to take into account
the unique nature and specific complexities of engaging with ICT security issues,
which differ significantly from other international processes. The political sensitivities
surrounding ICT security for states are unparalleled and cannot be compared to
those of other issues. Efforts to involve non-governmental stakeholders in areas that
are politically sensitive or contentious may risk exacerbating disagreements and
creating divisions among governments. We agree with giving stakeholders a voice,
but this voice should be informal, consultative, and limited to technical matters. [...]
We firmly believe that the current modalities for the participation of other interested
parties, as outlined in your letter dated 22 April 2022 and agreed upon for the current
OEWG, are both effective and sufficient. These modalities strike a delicate balance
in addressing the concerns of all Member States. We would like to recall that this

approach resulted from extensive and complex discussions among Member States.”
43

On 21 February, the Russian Federation said, regarding the participation of
stakeholders in the future permanent OEWG mechanism: “First of all, we are
concerned about the proposed principles for the participation of non-state actors. In
our view, they would undermine the no-objection procedure ‘well-tested’ in the
OEWG and, consequently, limit the so-called veto power of Member States. We
strongly oppose the idea of starting consultations on the NGO accreditation requests
that have received objections, not to mention some limited participation of the
blocked organizations. We call for the adherence to the modalities of the OEWG,
which were adopted after difficult negotiations and represent a delicate balance of
interests of all parties. The principle of consensus must remain at the core. It is
extremely crucial to prevent incompetent organizations from the automatic
accreditation at the succeeding body which is to inherit the sensitive international
information security agenda from the OEWG - this mainly happens through the
ECOSOC. We assume that all NGOs should undergo the accreditation procedure on
equal footing, without any privileges or exceptions.

“The Russian Federation has no objection to the disclosure of the reasons for the
refusal of NGO applications. However, the idea of making such information public
without the consent of States objecting to the applications is counterproductive — this

43 Statement by delegation of the Islamic Republic of Iran before the 10th Substantive meeting of the
Open-Ended Working Group (OEWG) on the security of and in the use of information and
communications technologies 2021-2025, p. 2,
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Te
chnologies_-_(2021)/IRD.pdf
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will result in even greater politicization. We propose that such information could be
disclosed only on a voluntary basis.

“We believe that the idea of borrowing the models of other UN platforms is
unreasonable, including the possibility of giving NGOs the floor at the plenary
meetings at the discretion of the Chair. We draw the attention of those who advocate
following the example of the Ad Hoc Committee (AHC): its mandate and the
mandate of the future mechanism on ICT-security are incomparable. The AHC deals
with anti-fraud issues, while the agenda of the OEWG and the succeeding body
covers the aspects of international and national security, which are the exclusive
prerogative of States. Additionally, the AHC modalities cannot be portrayed as a
‘gold standard’ as NGOs did not make any meaningful contributions to the
negotiations.”*

Australia also gave its viewpoint on the stakeholder participation: “[W]e have a
shared interest in giving stakeholders a voice. | acknowledge there are many
different perspectives — and positions — about what this should look like in practice.
As RSIS said during our stakeholder session yesterday: ‘Stakeholders have been
actively working to advance the framework for responsible state behaviour
throughout this process, producing visible outcomes in all discussion areas.
Safeguarding holistic stakeholder participation can prevent the work of the process
falling into a diplomatic silo or worse, obsolescence.’ Australia does not believe that
the status quo of the OEWG will support meaningful stakeholder engagement
because the status quo is excluding essential voices from our discussion. The
informal workaround for some of us here has been to add some vetoed stakeholders
to our national delegations — this not a practice we should be promoting or
permanently cementing.”*®

The OEWG (2021-2025) conducted its final session from 7 to 11 July 2025. The
Member States adopted the Draft Final Report with a consensus decision.*®

4 Statement by the Russian Interagency Delegation at the 10th Session of the UN Open-ended
Working Group on Security of and in the Use of ICTs 2021-2025, February 2025, p. 2,
21https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication
Technologies_-_(2021)/Russia_-_ OEWG_ICT_security - _statement_- RID_-_ENG.pdf

45 Statement by the delegation of Australia, OEWG: 10th Substantive Session — Agenda item 5
(Regular institutional dialogue), 21 February 2025, p. 3,
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Te
chnologies_-_(2021)/Australia_-_ OEWG10_-_National_Statement - Reqular_Institutional_Dialogue.p
df

46 Open-ended working group on security of and in the use of information and communications
technologies 2021-2025 11th substantive session, New York 7—11 July 2025 Draft Final Report, 11
July 2025,
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Te
chnologies_-_(2021)/Letter_from_OEWG_Chair_10_July 2025.pdf
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The Member States agreed to create a “Global Mechanism on developments in the
field of ICTs in the context of international security and advancing responsible State
behavior in the use of ICTs™ (GM). This single-track mechanism would meet once a
year for plenary sessions and once a year to convey two dedicated thematic groups
(DTGs). DTG 1 will represent an “integrated, policy-oriented and cross-cutting
dedicated thematic group drawing on the five pillars of the framework to address
specific challenges in the sphere of ICT security in the context of international
security in order to promote an open, secure, stable, accessible, peaceful, and
interoperable ICT environment, with the participation of, inter alia, technical experts
and other stakeholders.”® DTG 2 will also be an “integrated, policy-oriented and
cross-cutting dedicated thematic group drawing on the five pillars of the framework to
accelerate ICT security capacity-building, with the participation of, inter alia,
capacity-building experts, practitioners, and other stakeholders.”™® Thus, in the
thinking of Member States the new permanent mechanism will inherit the five pillars
of work from the previous OEWG: existing and potential threats, international law,
voluntary norms, confidence-building measures, and capacity building. This, as well
as the consensus adoption of the final report and the conveying of the organisational
session “no later than March 2026,"° would allow for a “seamless transition™" from
OEWG to the GM.

ICANN’s commentary:

1. The draft final report does not touch on things that are connected to the technical
underpinnings of the Internet directly. It also does not mention the technical
community as a distinct stakeholder.

2. It gives accredited stakeholders a chance to speak at the sessions of the future
GM, participate in expert briefings, and informal consultations. However, the
non-objection rule remains in place. This means that countries can bar the access of
stakeholders to formal sessions of the GM. ECOSOC-accredited organizations do
not need to go through non-objection procedures and can just express their interest
to participate in formal sessions.*

47 Ibid., p. 19

8 |bidem

4 |bidem

%0 Ibid., p. 20

51 Letter of the Chair Open-Ended Working Group on security of and in the use of information and
communications technologies 2021-2025, 10 July 2025, p. 2,
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Te
chnologies_-_(2021)/Letter_from_OEWG_Chair_10_July 2025.pdf

%2 For detailed modalities of stakeholder participation see pp. 7, 8, 10 and 15d of Annex | to the Draft
Final Report, p. 19-21,
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Te
chnologies_-_(2021)/Letter_from_OEWG_Chair_10_July 2025.pdf
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3. This draft final report avoided launching duplicative processes of a separate
Program of Action and the ICT convention supported by some countries. We cannot
exclude the possibility of such duplication in future, however.

4. The threats to the “general availability or integrity of the Internet™® and “technical
infrastructure essential to the availability and integrity of the Internet™* remain a
concern and will be discussed at the future GM.

5. The Global Mechanism seeks to establish “additional ad-hoc dedicated thematic
groups with a fixed duration to engage in focused discussions, and also convene
roundtable discussions on specific topics, as necessary, in accordance with its
decision-making modalities as adopted in Annex C of the third Annual Progress
Report.”®

6. The document also confirmed that it is “each State’s prerogative to determine
which infrastructures it designates as critical” and “Such Cl and Cll can potentially
provide essential services across borders and jurisdictions and malicious ICT attacks
affecting them may have cascading national, regional and global effects, and
underlined the need to protect such cross-border CI.”°

7. The OEWG (2021-2025) launched the Points of Contacts directory. It remains to
be seen if it will develop into a functioning international instrument.

9. The current OEWG paved the way for the new single-track Global Mechanism that
would now become a regular U.N. feature. It would also aspire to discuss new and
emerging technologies, such as Al and quantum computing. The draft final report
also confirmed that “the future permanent mechanism will be operationalized in
accordance with Annex C of the third APR, as endorsed by General Assembly
Resolution 79/237, laying out its [...] decision making approach.”” This approach
was described earlier as follows: “States recognized the importance of the principle
of consensus regarding both the establishment of the future mechanism itself as well
as the decision-making processes of the mechanism.” °®

Belarus, the Bolivarian Republic of Venezuela, the Islamic Republic of Iran, China,
Cuba, Nicaragua, the Russian Federation, Sudan, Niger, Zimbabwe, and Eritrea
issued a joint statement on the draft final report. The joint statement notes: “[W]e are
disappointed with an overall misbalance between the implementation of the existing
voluntary, non-binding rules of State behaviour and the development of new norms,

%3 Open-ended working group on security of and in the use of information and communications
technologies 2021-2025 11th substantive session, New York 7—11 July 2025 Draft Final Report, 11
July 2025, p. 4,
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Te
chnologies_-_(2021)/Letter_from_OEWG_Chair_10_July 2025.pdf

% Ibidem

% Ibid., p. 20

% Ibid., p. 4

5 Ibid., p. 18

%8 Report of the open-ended working group on security of and in the use of information and
communications technologies 2021-2025, 22 July 2024, p. 38, https://docs.un.org/en/A/79/214
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including the elaboration of legally-binding obligations in the use of ICTs. As for the
modalities for NGOs’ participation, we welcome that accredited stakeholders will
participate on a non-objection basis and obtain a solely consultative status, as the
future permanent mechanism is strictly an intergovernmental process. It is of utmost
importance to ensure that all five pillars of the mandate of the FPM would be treated
equally during the discussions with respect to States sovereignty and
decision-making by consensus which may not be challenged or conditioned
according to modalities adopted by consensus UN GA Resolution 79/237.”%°

On 11 July 2025, the Islamic Republic of Iran said: “My delegation remains
concerned that the final report does not fully reflect the entire range of the threat
landscape as it overlooks several threats identified by the number of states during
the OEWG deliberations, particularly those related to the responsibility of the private
sector and platforms with extraterritorial impact.”®

The Russian Federation, in its separate explanatory statement, stressed: “We insist
that it is unacceptable to undermine the intergovernmental nature of negotiations on
security in the field of ICT use within the framework of the Global Mechanism and
welcome the preservation of the sovereign right of States to block the access of
non-governmental organizations who politicize the process to the work of the Global
Mechanism."®’

The United States of America said: “The United States would like to express its
disassociation with paragraphs 9, 12, 28 and 53a of the report. The United States
remains deeply disappointed that the report retains references to gender and the
sustainable development goals. The United States strongly supports protecting
women and girls, defending their rights, and promoting women’s empowerment and
promotes the ability of women and girls to engage in all aspects of social, civic,
political, and economic life, however the United States does not support reference in
the final report to gender. Additionally, the sustainable development goals advance
the program of soft global governance that is inconsistent with U.S. sovereignty and

% Joint Statement of the Group of Like-Minded States, 11 July 2025, p. 1,
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Te
chnologies_-_(2021)/LMG_statement_on_the_final OEWG_report.pdf

80 UN WebTV, (eighth meeting) Open-ended working group on Information and Communication
Technology (ICT) — 11th Substantive Session, 11 July 2025, (starts at 39:20),
https://webtv.un.org/en/asset/k1y/k1yimjbk58

&1 Statement by the Russian Interagency Delegationb at the 11th Session of the UN Open-eded
Working Group on Security of and in the Use of ICTs 2021-2025, 11 July 2025, pp. 3— 4,
https://docs-library.unoda.org/Open-Ended_Working_Group_on_Information_and_Communication_Te
chnologies_-_(2021)/Russia_-_OEWG_-_Adoption_of_the_final_report - ENG.pdf
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adverse to the rights and interest of Americans, and the United States does not
support the references in the final report to SDGs."®?

Dedicated Intersessional Meetings of the
OEWG

The intersessional meetings of the OEWG, because of their informal character, allow
the participation of stakeholders regardless of their affiliation or status, including
some of the stakeholders who were barred from the participation in formal OEWG
meetings.

During the expert briefings on 13 May 2024, Gaurav Keerthi (Ensign InfoSecurity),
when discussing existing and potential threats, said: “Today, the Internet and its
backbone is a shared [water] well. If we end up building our own wells, it may
actually increase global fragility. States should mind that the more open and
interoperable Internet infrastructure is, the more stable and secure it is.”®

On 14 May 2024, Isabella E. Brunner (Leiden University), when discussing rules,
norms, and principles of responsible state behavior, said: “I just want to briefly note
that further attention should be had [given] to this concept of transnational critical
infrastructure, which is critical infrastructure relating to public core of the Internet,
such as core particles of the Internet or cable infrastructure, subsea cables that are
connecting continents with each other, for instance. As these deserve closer
attention given their cross-border nature and can not also be neatly placed into the
definition of the national critical infrastructure. That's when [having] a new norms
checklist, you ask states to define national critical infrastructure. | think that the
attention should be had [given] that there is something more than that — namely
transnational.”®

On May 16 2024, Martin Xie (Huawei), suggested “the creation of cyber heaven for
critical information infrastructure.”®®

62 UN WebTV, (8th meeting) Open-ended working group on Information and Communication
Technology (ICT) — 11th Substantive Session, 11 July 2025, (starts at 1:30:33),
https://webtv.un.org/en/asset/k1y/k1yimjbk58

8 UN Web TV, 1st Intersessional Meeting of Open Ended Working Group on Security and the use of
Information and Communication Technologies, 13 May 2024, (starts at 53:23),
https://webtv.un.org/en/asset/k1n/k1n76uux60

% UN Web TV, Second Intersessional Meeting of Open Ended Working Group on Security and the
use of Information and Communication Technologies, 14 May 2024, (starts at 10:28),
https://webtv.un.org/en/asset/k1u/k1ugbbz88s

% UN Web TV, Fourth Intersessional Meeting of Open Ended Working Group on Security and the use
of Information and Communication Technologies, 16 May 2024, (starts at 1:15:17)
https://webtv.un.org/en/asset/k1d/k1d6xrk2z9
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On 17 May 2024, Nick Ashton Hart (Cyber Security Tech Accord), when talking
about the successor mechanism for the OEWG, said: “The Internet and the
technology and services that use it are largely privately owned and operated.
Fundamental building blocks of the Internet are also overseen by multistakeholder
processes. This unique nature of the digital domain requires cooperation across
stakeholder groups to set meaningful expectations and then implement and uphold
them."®®

Ad Hoc Committee to Elaborate a
Comprehensive International Convention
on Countering the Use of Information and
Communications Technologies for
Criminal Purposes

Ad Hoc Committee to Elaborate a Comprehensive International Convention on Countering
the Use of Information and Communications Technologies for Criminal Purposes (AHC) is an
intergovernmental committee composed of experts and representatives of all regions
mandated with drafting a new cybercrime convention. The committee was proposed by the
Russian Federation and 17 co-sponsors in 2019 and established by the U.N. General
Assembly (UNGA) Resolution 74/247 under the auspices of the Third Committee of the UN
GA.

ICANN’s Commentary: Due to the inability to reach a consensus on the provisions of
the draft cybercrime convention in February 2024 the delegates and the AHC
secretariat made a decision to suspend the work of the AHC “until a later date.” On 9
September 2024, the AHC adopted the Draft United Nations convention against
Cybercrime, under the title “Strengthening international cooperation for combating
certain crimes committed by means of information and communications technology
systems and for the sharing of evidence in electronic form of serious crimes,” by
consensus.

On 24 December 2024, the United Nations General Assembly adopted the “United
Nations Convention against Cybercrime; Strengthening International Cooperation for
Combating Certain Crimes Committed by Means of Information and Communications

% UN Web TV, Sixth Intersessional Meeting of Open Ended Working Group on Security and the use of
Information and Communication Technologies, 17 May 2024, (starts at 29:30),
https://webtv.un.org/en/asset/k19/k19¢cn188um
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Technology Systems and for the Sharing of Evidence in Electronic Form of Serious
Crimes™® by consensus.®

ICANN’s Commentary: We note Article 28, Point 4 on the Convention: “Each State
Party shall adopt such legislative and other measures as may be necessary to
empower its competent authorities to order any person who has knowledge about
the functioning of the information and communications technology system in
question, the information and telecommunications network, or their component parts,
or measures applied to protect the electronic data therein, to provide, as is
reasonable, the necessary information to enable the undertaking of the measures
referred to in paragraphs 1 to 3 of this article.”®® This formulation is not specific and
could lead to unintended consequences due to its wide character.

Global Digital Compact

The Global Digital Compact is a comprehensive global framework for digital
cooperation and governance of artificial intelligence. On 22 September 2024, world
leaders convened in New York for the Summit of the Future, where they adopted a
Pact for the Future that includes a Global Digital Compact.

Informal Consultations

Quotes from governmental statements on 12 February 2024 during informal GDC
consultations.

Country Groups’ Statements

Uganda (on behalf of G77+China) said: “We appreciate the inclusivity which
characterized the process since last year by engaging all stakeholders. While we

67 United Nations, Official Document System, “United Nations Convention against Cybercrime;
Strengthening International Cooperation for Combating Certain Crimes Committed by Means of
Information and Communications Technology Systems and for the Sharing of Evidence in Electronic
Form of Serious Crimes Countering the use of information and communications technologies for
criminal purposes”, A/79/460, p. 3, 27 November 2024,
https://documents.un.org/doc/undoc/gen/n24/372/04/pdf/n2437204.pdf

% UN Web TV, 24 December, (starts at 1:09:54), https://webtv.un.org/en/asset/k1f/k1fyzisiei

8 United Nations, Official Document System, “United Nations Convention against Cybercrime;
Strengthening International Cooperation for Combating Certain Crimes Committed by Means of
Information and Communications Technology Systems and for the Sharing of Evidence in Electronic
Form of Serious Crimes Countering the use of information and communications technologies for
criminal purposes”, A/79/460, p. 18, 27 November 2024,
https://documents.un.org/doc/undoc/gen/n24/372/04/pdf/n2437204.pdf
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acknowledge the relevance of stakeholders inputs in this process, the group strongly
emphasizes that this should remain a Member State-driven process throughout.””®

Singapore, on behalf of a small states group (55 states), said: “Our group is strongly
supportive of the GDC that will serve to develop a global framework for digital
cooperation [...] building on existing processes such as WSIS.""

The European Union said: “In line with the Declaration of the Future for the Internet,
the Compact should endorse the IGF as the key platform for Internet governance.””

Botswana, on behalf of the African group aligned with the G77+China statement and
in addition, said: “An open, safe and secure Internet is vital for addressing the digital
divide.”” [...] “In line with the Africa Union’s digital strategy, we advocate for robust
Internet governance.”*

Indonesia (on behalf of the Association of Southeast Asian Nations (ASEAN)) said:
“We should strengthen the role of the UN in bringing together these relevant partners
and stakeholders and enhance the platform for the coordination at the UN.""®

Djibouti (on behalf of the group of francophone ambassadors) said: “Stakeholders
should commit to increasing multilingual digital training opportunities and the
availability of educational resources in different languages.””®

Statements by Countries in Their National
Capacities

Portugal called for “specific linkages between the GDC and WSIS+20 and the
Geneva declaration of principles and the plan of action as well the Tunis agenda and
its Internet Governance Forum.””’

South Africa based its approach to the GDC in accordance with the G77 statement
but also in full alignment with the “Geneva Declaration of principles of the World
Information Society.””® It also believes, as the chair of the ITU Council Working

O UN Web TV, (first meeting) Global Digital Compact — Informal Consultations (starts at 04:55),
https://webtv.un.org/en/asset/k1x/k1x6xyry76

™ Ibid., (starts at 10:15)

2 |bid., (starts at 18:30)

3 Ibid., (starts at 20:57)

™ Ibid., (starts at 21:10)

75 Ibid., (starts at 33:09)

8 Ibid., (starts at (38:45)

7 Ibid., (starts at 53:40)

8 Ibid., (starts at 1:07:25)
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Group on WSIS, that the GDC should not duplicate the WSIS: “The GDC should
build upon established networks.””®

Cuba aligned itself with G77+China and added: “We need to make the best use of
the U.N. in any decision on digital cooperation and this includes the governance of
the Internet”® and also: “Finally, we think that the establishment of any new
mechanism should review the implementation of the Compact, maybe with some
duplication. The annual forum of the global summit remains a key platform for the
establishment of multistakeholder platforms.”®"

The Islamic Republic of Iran (aligned itself with G77+China) said that the WSIS,
Geneva declaration, and the Tunis agenda should serve as a “basis for our
discussions."®

China said that the GDC should “oppose fragmentation,” be adopted as the result of
the consensus, but multistakeholders “can play a role befitting their status and in
accordance with U.N. applicable rules and procedure.”® It also added that a compact
if adopted would be in itself “a most significant outcome,” avoiding the question of
follow-up mechanism, and mentioned “avoiding duplication.”®*

Brazil said: “Brazil supports formation of an International mechanism or forum
capable of building scientific consensus and making recommendations on the
evolution of the emerging digital technologies including Al.”®®

Egypt specifically said: “The Geneva declaration of principles and the Plan of Action
and Tunis Agenda are the main documents for the developmental and digital
cooperation and should thus be used a core reference to the GDC. We would like to
emphasize the importance of ensuring synergies and avoiding duplication in the
roles across different entities and processes related to GDC and build on what we
already have achieved instead of building new entities and mechanisms.”®®

Pakistan said: “GDC must reference [...] the outcomes of the WSIS process,
particularly the Tunis Agenda and the Geneva declaration of principles, the zero draft
must not re-write or interpret these processes.”’

™ Ibid., (starts at 1:08:10)
8 |bid., (starts at 1:22:53)
8 |bid., (starts at 1:23:50)
8 |bid., (starts at 1:39:40)
8 |bid., (starts at 1:45:30)
8 |bidem

% |bid., (starts at 1:49:35)
% |bid., (starts at 1:57:39)
8 |bid., (starts at 1:13:47)
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The Russian Federation said: “The outcome document if intergovernmentally agreed
should include principles, goals and actions to achieve free and secure digital space.
The document should be non-binding in its nature, the principles formulated in the
Tunis Agenda for the Information Society are fundamental for the document. The
document should include commitment by the states to refrain from actions that would
have harmful or destructive effects on critical infrastructure or the Internet integrity.”

[...] “The discussion should also access the ongoing U.N. deliberations on Internet
governance including from the perspective of securing its intergovernmental nature.”

[...] “Also the issue of follow-up to the GDC should be determined in relation to the
already existing high-level international forums, such as the World Summit on the
Information Society and the IGF."8®

India said that the GDC “needs a regular follow-up” but also said that it needs to be
“anchored” in existing mechanisms, supporting the G77 statement that said the
regular follow up mechanisms are needed, but they should not be duplicative.”®®

Quotes From 29 February 2024 Informal
Consultations: Groups of Countries

Uganda (on behalf of G77+China) said: “In the ‘preamble’ section, the Group would
like to see a reference to the World Summit on the Information Society (WSIS), in
particular the Tunis Agenda and the Geneva Plan of Action, as one of the pillars to
build on in the Compact.” [...] “Currently, there is no reference to ‘Internet
governance’ under this section of the document [Commitments and Actions],
although this was one of the main issues discussed throughout the deep dive
sessions last year. The Group would welcome more clarification on this matter and
request its inclusion.”®

Singapore (on behalf of 55 members of a small states group) said: “GDC could take
into account existing discussions for digital governance including those at WSIS and

8 |bid., (starts at 2:18:25)

8 |bid., (starts at 2:23:04)

% Statement on Behalf of the Group of 77 and China by Mr. Marvin Ikondere, Third Secretary of the
Permanent Mission of Uganda to the United Nations, During the Informal Consultations on the Global
Digital Compact, New York, 29 February 2024,
https://www.g77.org/statement/getstatement.php?id=240229
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focus to identify gaps in current agreements and arrangements so as to avoid
duplication in efforts.”"

The European Union said: “To foster an inclusive digital future, we must maintain a
global Internet.” [...] “The global digital divides and the risks of Internet fragmentation
pose a significant challenge to this vision, which needs to be reflected within the
GDC'’s principles.” [...] “We stress the need to safeguard multilingualism and protect
the role of less widespread languages in a digital world.” [...] “The EU strongly
supports the value of a multistakeholder approach to digital cooperation, such as
Internet governance, as a key GDC principle, leading to concrete commitments. This
approach ensures that all relevant stakeholders are engaged in shaping the digital
landscape. The GDC should explicitly reinforce this inclusive and collaborative
governance model while recalling the importance of existing fora and processes,
highlighting its significance in achieving a democratic, transparent, inclusive,
sustainable and effective digital ecosystem, to stimulate new partnerships,
responsible innovation and increased investment in digital development. The Internet
Governance Forum must remain the primary platform for public policy debates
pertaining to the Internet. Beyond this, the multi-stakeholder model should apply to
other digital areas such as Al and platforms.”

Canada (on behalf of CANZ) said: “The Compact must recognize the role of all
stakeholders on an equal footing in advancing digital cooperation.” [...] “If the
Compact is to succeed, it must be predicated on collective efforts that empower and
give a voice to all relevant stakeholders: governments, the private sector, the
technical community, the social sector, international organizations, civil society and
the academia — all have a role and a responsibility. [...] It should be reflected not
only in the preamble but throughout the GDC."*?

Quotes From 29 February 2024 Informal
Consultations: Statements by Countries in Their
National Capacities

Malaysia (aligned with G77+China and ASEAN) said: “GDC should avoid duplication
of existing frameworks. For example we can leverage on the WSIS+20 review and
explore follow up to the GDC rather than creating new institutions. We should also

¥ UN Web TV, (secnd meeting) Global Digital Compact - Informal Consultations, 29 February 2024,
(starts at: 12:15), https://webtv.un.org/en/asset/k1z/k1zpkc6xI2

92 EU Statement — UN General Assembly Informal Consultations on the Global Digital Compact, 29
February 2024

% UN Web TV, (2nd meeting) Global Digital Compact — Informal Consultations, 29 February 2024,
(starts at: 2:13:01), https://webtv.un.org/en/asset/k1z/k1zpkc6xI2
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consider linkages between WSIS and the Summit of the Future, including how its
action lines could be leveraged to ensure that the principles of the Pact of the Future
and the GDC can be translated into actionable impact. Furthermore, the role of U.N.
specialized agencies such as ITU can also be empowered in the GDC.”*

Denmark said: “For the digital future to be inclusive, all people should be able to
shape and participate in it. This is crucial in order to make sure that the continued
rapid technology development reflects the needs of people and responds to societal
challenges. These are the founding principles of the multistakeholder model.
Including stakeholders at all levels of society and across continents will ensure that
technology is steered by real needs, human rights, ethical and societal
considerations, and principles of accountability and transparency. This goes for the
development, deployment, and governance of technology.” [...] “This includes
addressing the global digital divide, expanding connectivity to allow people
everywhere to have unhindered access to a global, free, safe and secure Internet.”
[...] “We believe these principal elements should be central to the preamble of the
Global Digital Compact, and help steer the principles and their corresponding
commitments.”®

The United States said:* “The United States believes the preamble should reaffirm
Member States’ commitments to international law including human rights obligations,
the role of multistakeholder cooperation, the focus on sustainable development and
advancing gender equality, as these issues cut across all topics covered in the
compact. The GDC should also make explicit mention of the technical community as
a unique stakeholder group, as has been the norm in UN digital conversations for
almost two decades.” [...] “On follow-up, the United States does not support
mandating new institutions or duplicative processes, like the proposed Digital
Cooperation Forum. Instead, the GDC should strengthen and improve existing U.N.
institutions and processes — including WSIS and the IGF — and welcome all
stakeholders and U.N. agencies to identify where they can contribute to

implementing GDC outcomes according to their mandates and core competencies.”’

Bangladesh (aligned with G77+China) said: “The Compact must ensure that
multilingualism is included as the key principle of the Compact.” [...] “In the
Commitments and Actions section, we feel that the Internet governance has been

% |bid., (starts at: 37:54)

% |bid., (starts at 46:39)

% This statement at the U.N. was made by the Biden-Harris Administration officials, Remarks at the
U.N. meeting entitled “Global Digital Compact 2nd Informal Consultation, 29 February 2024,
https://usun.usmission.gov/remarks-at-the-un-meeting-entitled-global-digital-compact-2nd-informal-co
nsultation/

" UN Web TV, (second meeting) Global Digital Compact — Informal Consultations, 29 February 2024,
(starts at 48:54), https://webtv.un.org/en/asset/k1z/k1zpkc6xI2
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missed out in this section. We therefore propose to include Internet governance as it
is critically important for the Compact.” [...] “Finally, on the follow-up and review, we
support the idea of the Secretary-General as outlined in his Policy Brief on Digital
Cooperation Forum under the U.N. auspices to take stock on the implementation
review progress against commitments.”®

Romania suggested some “fine-tuning points” to the GDC framework, in particular
‘enhancing the multistakeholder approach with a view of an inclusive and
cooperative governance model that would encourage both state and corporate
responsibility while encouraging and fostering innovation.”®

The Islamic Republic of Iran, aligning with G77 and China, said that it proposes in
the preamble “reference the WSIS and the Geneva Plan of Action.” It also said that
“the issue of Internet and Al governance is highly important.” In Chapter 3, the
Islamic Republic of Iran stressed the participation of governments, as well as
“regulation establishing the focal points between providers and Member States that
is highly important for official contact, responsibility, and accountability of actors in
Internet governance ecosystem in preventing and dealing with the crimes and
harms.”"®

The United Kingdom of Great Britain and Northern Ireland said: “GDC should invite
actions from all stakeholders. GDC should include how existing U.N.
intergovernmental and multistakeholder mechanisms such as the WSIS process can
support the delivery of the Compact.”'""

Switzerland said: “Regarding the Preamble, we strongly believe that it should clarify
that the GDC will build on, and be embedded within the framework established by
the WSIS outcome documents. This is a point we believe was broadly shared
throughout previous consultations. It represents a fundamental cornerstone to
develop our shared understanding and avoid relitigating agreed language.” [...]
“‘Regarding principles: those established under WSIS should apply, especially the
need for all stakeholders to work together and share responsibilities in the
governance of the digital realm — as mentioned under point 10 (with a footnote to the
WSIS Geneva Declaration). The basic principles for digital cooperation were laid
down in the WSIS outcomes in 2003 and 2005. We need to recall them and continue
to work in an inclusive and multi-stakeholder cooperation. As to the goals: we should
avoid relitigating what was agreed during WSIS and within the WSIS+10 process.

% UN Web TV, (second meeting) Global Digital Compact - Informal Consultations, 29 February 2024,
(starts at 52:58), https://webtv.un.org/en/asset/k1z/k1zpkc6xI2

% |bid., (starts at 1:06:21)

1% |bid., (starts at 1:07:25)

%1 |bid., (starts at 1:18:02)
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Most of the 10 points you list are already included in the above-mentioned agreed
outcome documents.” [...] “The draft section on commitments constitutes a good
basis for updating existing commitments, agendas and actions, notably the WSIS
Action Lines. In this context, it will be important to closely consult with the relevant
UN departments and agencies responsible for the different areas of work, thereby
identifying gaps and building on existing commitments.” [...] “Consistent with the
broad support expressed during prior consultations to using the existing WSIS
architecture for follow-up, we should avoid duplicating existing mechanisms, actions
and principles. The existing structures for WSIS follow-up, notably the CSTD as well
as the lead UN Departments and Agencies, could be tasked with developing a GDC
follow-up plan of action. Such a plan of action would harness the existing WSIS
system. It includes different processes that can be leveraged effectively, including
the CSTD, the WSIS Action Lines, the WSIS Forum. Most importantly, the WSIS
system also includes the United Nations Internet Governance Forum, which provides
an ideal venue for periodic multistakeholder review and follow-up to the GDC."%2

The Russian Federation said: “We believe it is crucial to reflect in the text of the GDC
the importance of comprehensive implementation of the WSIS of 2005, which remains
unimplemented. WSIS’ decisions provide for internationalization of Internet governance,
which is in the full interest of the vast majority of states. It helps to prevent fragmentation
of the Internet and ensures its long-term functioning. The GDC ought to set out clear
criteria and standards of accountability for digital corporations to prevent their
monopolization of the global market of ICTs......""%

The Netherlands said: “[S]trengthen the MS approach throughout the Compact.” [...]
“In the context of digital cooperation, the Compact should explicitly recognize the
valuable role and the responsibility of the technical community and academia as
stakeholders.”'%

India (aligned with G77) added in its country capacity: “Politicization of such sensitive
issues such as [...] governance of the Internet could hinder our discussions.” [...]
“We should be mindful of work done at such agencies as ITU and IGF, etc. We
underline the importance of the MS deliberative process.”'%

102 Statement delivered by Switzerland at the informal consultation on the Global Digital Compact in
the United Nations Trusteeship Council, 29 February 2024,
https://www.eda.admin.ch/eda/en/fdfa/foreign-policy/international-organizations/un/swiss-speeches-st
atements.html/content/missions/mission-new-york/en/meta/speeches/2024/february/29/global-digital-c
ompact-

193 UN Web TV, (second meeting) Global Digital Compact — Informal Consultations, 29 February 2024,
(starts at 1:35:23), https://webtv.un.org/en/asset/k1z/k1zpkc6xI2, as translated from Russian:
https://webtv.un.org/en/asset/k1z/k1zpkc6xI2

1% |bidem., (starts at 1:38:55)

1% |bid., (starts at: 1:42:56)
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Portugal said: “In order to advance a truly inclusive digital future, the GDC should
ensure meaningful participation from all relevant stakeholders, not only the private
sector and civil society, but also academia and the technical community,” also
stressing that non-duplication with “WSIS and its 20-year review” is crucial.'®

Presentation of the GDC Zero Draft

On 5 April 2024, the presentation of the GDC Zero Draft took place at the U.N.
Headquarters in the format of “informal consultations.”'"

Statements by Groups of Countries

Uganda, speaking on behalf of G77+China, requested “postponement of the first
reading” of the GDC scheduled for 12 April “to allow delegations to have enough
time to consult with capitals and the group to coordinate its position.” The group also
said that “there should be a clear picture of the relationship and linkages between
WSIS and the GDC.”"®

Singapore (on behalf of 55 small states) said: “The recommendations in the
follow-up and review section of the zero draft should have the objective of ensuring
that the U.N. system, Member States, and stakeholders build strong and effective
partnerships and deliver concrete progress in the area of global digital cooperation.
We are ready to consider various proposals contained in the draft in a manner that
synergizes and builds on existing structures and processes including WSIS and IGF
while avoiding duplications.” In personal capacity it added: “We welcome very much
your idea of a high-level meeting every two years so that political leaders would have
the opportunity to provide the guidance and monitor the implementation of the Global
Digital Compact. It is clear that more discussion will be needed on some of the ideas
with regard to review and implementation, and it is also clear that we need to avoid
duplication and have coherence as well as synergy.”®

Statements by Countries in Their National
Capacities

1% |bid., (starts at 1:51:59)

197 (3rd meeting) Global Digital Compact - Informal Consultations, 5 April 2024,
https://webtv.un.org/en/asset/k1a/k1ge77ptzl

1% UN Web TV, (thirrd meeting) Global Digital Compact — Informal Consultations, 5 April 2024, starts
at 20:38, https://webtv.un.org/en/asset/k1a/k1ge77ptzl

1% |bid, (starts at 31:28)
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The United States said:""° “We are pleased to see the draft [...] affirms meaningful
connectivity, gender equality, closing digital divides, digital inclusion, tech platform
transparency, and multistakeholder Internet governance.”" [...] “We should support
and strengthen existing entities and mechanisms while avoiding duplication. There is
already significant work being done on digital issues in the U.N. system, including at
the ITU, UNESCO, and UNDP.""2

China said: “On follow-up and review, we are willing to look at the proposals in the
zero draft while recognizing that we should make full use of existing mechanisms
and avoid duplication. In the meantime, the process must be inclusive, transparent
and respecting national sovereignty.”""®

Japan: “As for the implementation of these commitments, Japan would like once
again to reiterate the importance of taking the multistakeholder approach to
policymaking in digital areas, including the Internet. For instance, Japan believes that
the Internet Governance Forum should have the central role for the follow-up in
Internet governance, which is rightly reflected in the zero draft.”"*

On the GDC implementation mechanisms, Japan said: “We must make the best use
of the institutions and fora that are already in place, such as the IGF and ITU. It is
essential not to duplicate the roles of the existing institutional fora but to develop
their roles appropriately. Moreover, against the backdrop of the U.N.’s current
liquidity crisis, efficient utilization of the existing resources is all the more critical.
Therefore, we have to carefully discuss how to match commitments in the GDC with
the mandates and capacities of existing institutions and fora before we consider the
need to create any new mechanisms. In this regard we would like to hear from those
U.N. agencies that may potentially have availability to implement the GDC
commitments.”""®

The European Union said: “We welcome the effort to acknowledge existing
processes and the renewed commitment to the World Summit on the Information
Society and the Internet Governance Forum. We also welcome the commitment to
protect human rights in the digital sphere and to uphold a human-centric,
multistakeholder, and inclusive governance model driven by environmental
sustainability.”

"0 This statement was made at the U.N. by the Biden-Harris administration officials
" Ibid, (starts at 46:54)
"2 |bid, (starts at 47:24)
"3 |bid, (starts at 56:23)
"4 bid, (starts at 58:04)
"3 |bid, (starts at 58:40)
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“Finally, we take note of the ambition of the follow-up section, which explicitly builds
on existing processes and institutions and links GDC implementation to the WSIS
process. At the same time, the zero draft proposes the creation of multiple new
entities and processes. As a general principle, the EU does not support new entities
and processes that duplicate or erode existing ones. Instead, our primary focus
should be on leadership, coordination, synergy-building, and, if required, the
adaptation of existing structures to ensure proper follow-up and review of the GDC.
Our main priority should be on defining a strong and meaningful role for the IGF, the
WSIS Forum, and the U.N. Commission on Science and Technology for
Development (CSTD) in the GDC follow-up and implementation process. We would,
in this regard, also appreciate some clarification on the added value and cost and
funding implications of the new proposed structures, as well as how they relate in
particular to the WSIS process implementation, and the Office of the U.N. Tech
Envoy.”""®

Guatemala, aligned with G77+China, also added in its national capacity: “We
reiterate the importance of better coordination within the U.N. system, we have to
avoid duplication, and fill the current gaps, making sure that we make the best use of
resources to ensure that finance is going to the ground to create more impact in their
communities, especially in developing countries. We trust that the knowhow of the
agencies as UNDP, ITU, UNESCO, UNICEF, and others can generate an even
greater impact with more synergies and working closely with national governments
and institutions.”""”

Switzerland called for a successful and meaningful participation of the
multistakeholders in the GDC process and added: “With regards to the institutional
arrangements, we know that synergies are not sufficiently sought with existing
institutions, processes, and bodies, especially with the WSIS architecture, which
have heavily invested in digital governance in the past two decades. There is a risk
of creating unnecessary duplications and inefficiencies, which would render the
overall system more complex and less inclusive, especially for governments and
stakeholders from smaller countries and those with limited resources.”"'® [..]
“Furthermore, the draft provisions contained in the zero draft regarding GDC
follow-up and review establish an unnecessary architecture that duplicates existing

18 Delegation of the European Union to the United Nations in New York, EU Statement — UN General
Assembly: Presentation of the Global Digital Compact zero draft, 4 April 2024,
https://www.eeas.europa.eu/delegations/un-new-york/eu-statement-%E2%80%93-un-general-assemb
ly-presentation-global-digital-compact-zero-draft_en

"7 UN Web TV, (third meeting) Global Digital Compact — Informal Consultations, 5 April 2024, starts at
1:10:20, https://webtv.un.org/en/asset/k1g/k1ge77ptzl

"8 |bid, (starts at 1:12:15)
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mechanism, established under WSIS, including the CSTD, the WSIS action lines, as
well as the work performed by WSIS Forum and, most importantly, the Internet
Governance Forum.” [...] “[W]e also must be mindful not to create a parallel system
to the one set up by the 2030 agenda.”™*

The Islamic Republic of Iran aligned with the G77+China statement: “We also believe
that the process should avoid duplication. Hence, [the] Tunis Agenda should be a
road map here.” [...] “Additionally, the process should build on WSIS goals and
consider the challenges remaining from WSIS, such as Internet governance,
enhanced cooperation, national sovereignty, and digital divide, respect and
observation of values and regulation of countries by countries and those who have
dominance in ICT environment, including Internet.” [..] “Stakeholders need to
observe rules, norms, and policies of the countries where they operate.”'®

The United Kingdom of Great Britain and Northern Ireland said: “We welcome the
draft’s recognition of the multistakeholder approach to digital cooperation.” [...] “In
this regard the draft can benefit from the explicit statement of support for the
multistakeholder model of Internet governance.”'?' [...] On implementation
mechanisms, it said: “We would welcome more details and compelling evidence to
justify a need for new funds, platforms, and structures in order to exclude duplication
and ensure consistency with a wider U.N. reform agenda.”??

Australia said: “Our starting point remains: The GDC should strengthen the existing
multilateral mechanisms, governance frameworks, and functions rather than to seek
to establish duplicative processes.”'? [...] “Australia is of the view that
implementation and review of the GDC objectives should build upon and take
advantage of long-standing proven forums for digital issues, governance, such as
WSIS and IGF, that are inclusive and include multistakeholders.”'® [...] “While we
welcome the existing strong reaffirmation of the important role of the Internet
Governance Forum, the GDC should also recognize that IGF is only one component
of the full and diverse architecture of multistakeholder Internet governance.”'®

Canada said: “We note that the zero draft is missing greater consideration for how to
avoid duplication of the existing U.N. processes and fora. And we remain deeply
concerned with the scope and scale of the new institutions, bodies, and funds that
would be created in implementing the GDC and the ambitious new contributions that

"9 |bid, (starts at 1:13:05)
120 |bid, (starts at 1:23:47)
21 |bid, (starts at 1:27:25)
122 |bid, (starts at 1:28:28)
123 |bid, (starts at 1:31:44)
124 |bid, (starts at 1:32:18)
125 |bid, (starts at 1:32:42)
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this would require. While we recognize that forums such as WSIS and IGF must
evolve and be fit for the new purposes, — they have corporate memory on digital
issues and governance that rests upon a mechanism that is inclusive and
multistakeholder. The follow-up and the review mechanism of the GDC should build
on such existing efforts.”'?

Costa Rica said: “A multistakeholder approach is fundamental.” [...] “We also need
to consider coordination required to leverage existing international mechanisms and
avoid duplications. The proposals to create new mechanisms should be made only in
those cases where gaps are identified.”'?’

On 9 April 2024 at the Russian Internet Forum discussion dedicated to the GDC, the
Russian Federation Ministry of Foreign Affairs representative Boris Vasiliyev said:
“Internet governance is about something different. Internet governance is about who
adopts decisions and not about who talks with who. Well, we all know that the
decisions on domains and IP addresses are adopted by the U.S. legal entity. And
despite the WSIS decisions, the states participate there in consultative status. They
can offer solutions, but they do not take part in decision-making. In this sense the
situation does not change. There were some hopes that the GDC would follow the
path to realize this very important WSIS decision for us. But this does not happen.
And this is very unfortunate. We, at least, put this idea into our proposals, and some
developing countries did too."'?3

ICANN’s Commentary: The GDC was adopted at the Summit of the Future as an
annex to the Pact for the Future.”®® Before its adoption, the Russian Federation,
Belarus, and Nicaragua proposed an amendment to the text of the Pact for the
Future. In the statement introducing the amendment, the Russian Federation said: “If
the proposed amendment is not included in the text of the Pact, Russia will distance
itself from the consensus on this document and on the Global Digital Compact,
especially with regard to the provisions on disarmament, as well as on the
participation of non-governmental organizations in the work of the United Nations
and the Office of the High Commissioner for Human Rights.””*° The General
Assembly did not include the proposed amendment into the text, but the Russian

126 |bid, (starts at 1:34:12)

127 |bid, 1:39:58

128 Coordination Center of RU Domains YouTube page, 14th Russian Internet Forum, streamed live on
9 April 2025, starts at 7:04:08, https://www.youtube.com/watch?v=V85uSwyijtss

129 Press Release: United Nations adopts ground-breaking Pact for the Future to transform global
governance, 22 September 2024,
https://www.un.org/sustainabledevelopment/blog/2024/09/press-release-sotf-2024/#:~:text=New%20Y
0rk%2C%2022%20September%202024.and%20the%20challenges%200f%20tomorrow.

3% Permanent Mission of the Russian Federation to the United Nations, Statement by Deputy Foreign
Minister Sergey Vershinin on amending the draft Pact for the future, 22 September 2024,
https://russiaun.ru/en/news/pactforthefuture2209
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Federation chose not to block the consensus on the Pact for the Future. ICANN has
issued a blog after the adoption of the GDC on the key takeaways from the GDC™'
and a blog explaining its position on the GDC endorsement.’*

Other U.N. Deliberations

On 26 November 2024, the U.N. Second Committee discussed the resolution on
information and communications technologies for sustainable development
containing WSIS and GDC text. The resolution was introduced by Uganda on behalf
of G77+China.

The language on the IGF as “the primary MS platform” was taken out of the draft
resolution text presented at the session. A number of countries chose to vote against
the paragraph with changes but were unable to overcome the majority of those in
favor of retention. These countries disassociated themselves from the paragraph in
question. The full text of the resolution was then adopted with a consensus.'?

131

ICANN Blog, Veni Markovski, Key Takeaways from the U.N. Global Digital Compact Process,
https://www.icann.org/en/blogs/details/key-takeaways-from-the-un-global-digital-compact-process-04-

10-2024-en
132 Elizabeth Oluoch and Alexey Trepykhalin, Global Digital Compact Endorsement: ICANN'’s Position,
19 December 2024,

https://www.icann.org/en/blogs/details/global-digital-compact-endorsement-icanns-position-19-12-202
4-en

3% Information and communication technologies for sustainable development, A/C.2/79/L.33/Rev.1, 26
November 2024, p. 12, https://docs.un.org/en/A/C.2/79/L.33/Rev.1
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